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Equation Group

Equation group victims map

= Finance &) Diplomatic / Embassies ¥ Energy / Infrastructure =) Military &) Telecommunications C) Islamic Scholars &) Other / Unknown
4, Government ‘&) Research institution = University ) Aerospace ) Medical ) Media
High infection rate Low infection rate
Iran A @) Q) (F = (L) 4 (%) Turkey
Russian Federation & (& (¥ (==« (% (4 (& 3 G Somalia
= R o T =, A Myanmar
Pakistan & (% (= (K& )@ Germany
Afghanistan @A & (% (&2 2) South Africa
India (&)= (& &) Nigeria
China @@ @ (2) United States
WAy = p - ‘2 Venezuela
Syria _ﬁ_ & 2 s (2) Sudan
Mali (& (%2 2 Palestinian
(&) Morocco
Medium-level infection rate & Halaysia
. (4] Kazakhstan
Lebanon (& ¥ Iraq
Yemen (%(& (L) Brazil
. : 1) Uganda
United Arab Emirates (&2 L) Switzerland
Algeria ¥ & ‘2) Singapore
Kenya (&2 (2) Philippines
United Kingdom @miCi(a) L) Peru
i = (&) France
L'bya :' A : = Equador
Mexico =/ & (2 @ Belgium
Qatar (& (2) Bahrain
Egypt =&
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The Shadow Brokers

Name Size

s NSA HACKED! -
B itz Private Hacking Tools & Exploits Leaked et

P  BLATSTING 7 itemn:
b BUZZDIRECTION A DU 2 item
» @ EXPLOITS by / 8 item
> @l OPS n | 6 items
» @l SCRIPTS | ! 33 items
b TOOLS _ AN 15 items

» @l TURBO 3 2 item:
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: $1.3 billion _ 5 1.

ONY

You can download & part of Sony Pictures internal data the wvolume of which is tens of Terabytes on the following addresses.

These include many pieces of confidential data.

Cyberkendra.com

Password: diespell3

1. Torrent

nttp://ge. it/ kkei—
nttp://rghost. net/ I #

http://rmdown. com/1ink. oho?hash=143557 O — We continue tifl our mu't be met. ’- e ¥

nttp://netload. in/dateisunilclg I — We've obtained all your Internal data tndg‘mﬁv’fn secrets and.top sec
if you don't obey us, we'll rﬂtml dltl l-ll elow to the world.

M NGATDI_TYE1HCKLU Determine ) “l !’“ do ““ Hm.. ".‘1- 11:00 Fﬂf “')-

Data Link

2. Mega

https://mega.co.nz/#!xdhhkTQZ! CKmi
https://mega.co.nz/#!BVIQFQpA! Zpy
https://mega.co.nz/#1dYIxzDYY! raks|

ttps:// /# INTpXXTZT!A64 ANSMIoChUDKN-T hm. '{f ﬂ-md. scidoo “-fs I-.d'
https://mega.co.nz/#!NIp IT!ARS=[R zhNSMIocNUDKMN-

https://mega.co.nz/# ! AcAICH mtyiRL 3YI80dL-T9R13MEU m Hll-lpllmﬂlﬂﬁ-m I.'l'll" com/SPEData.rip
https://mega.co.nz/#!9YI2xIAY! weGTlR 02IYWEHN4axXULaY "l‘tt" ff“"s.tmt- I'Ilfmﬂ'

https://mega.co.nz/# NITHNTCQ! relT] BWUSTmAHFIUS I -2 mffm Mmtprell.m-fmwp
https://mega.co.nz/# hUn@gLYs ! gDwnf ; a5I8tqiblsnkrad - m‘_{fm ..nmm-ﬂm com SPEM"‘ZIF
https://mega.co.nz/#!pVYBXLiB!k7es|g 3 HiIEKEUNOTYbSE e

.nz/#!sUZJEBBI!Fsa «_Um2-xaI0Q1HUIg
https://mega.co.nz/# !VRAMVTSZ ! wP-x] BOPxGz5zWA3f_Hw
.NZ/# 1 xFQmhCaD ! N - hB3dDDGT0RFUVSU

https://mega.

https://mega.
https://mega.co.nz/#!4IBR1DAT !wolz§ 1703RwuN3ygRzcA
https://mega.co.nz/#EATESa5R ! vAGY cz7hmMB1GeVLWI
https://mega.co.nz/#IUQIyTKIY ! AUM
https://mega.co.nz/#!8Ap2F54B8!eR_dg

iVCka-icwdPrawE
ubldFy_nlgw
EQsatrIkKAXWOISA
BuRiJa_hGgokl-hB
https://mega.co.nz/#!5RYmxbRD!i8L L ' YFTOWiwYOholOoOU
Hsn5SVic3UpUEmexBY cherkendra.com

https://mega.co.nz/#!1IABABgR! cCu

https://mega.co.nz/#!8NIRKSrD!Fcs

https://mega.co.nz/#IVWI3BEqC! 2e0] R
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117 Million Users

Linkedin ¢

heRealDeal All

Home « Information and Frauwd @ Databases © Linkedin 167M

Linked [}

j Wanl oD OnieaEt ...

Linkedin 167M
By peace_of_mind (100.0% ) (XTI

D 5.0000 / BTC !

In siock.

Postage Option

Escrow Yes, escrow by RealDeal is available,
Class Digital

Ships From Worldwide

Wl !
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‘ 69 Million Accounts

Dropb 0X Passwords+Info
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PAYMENT INFO.

iew anciypted files

02

Check papment and receive keays

Diecrppt usng keys

30ob of personal documents and files on this computer or device have just been sncryated.
Encypted means you will nat be able to access your files anymore, until they are decrypied.
Your onginal files have been deleted, these can be recovered as descnbed below,

Click on "Wiew encrypted files" 1o see a list of files that got encrypted,

The encryplion was done with a unigue generated encryption key (using AES-12E)
The only way to decrypt wour files, is to obtain vour private key and V.

The private key, which will @llow you to decrypt and get your ongmal files back,
iz stored on our senver. Each time the timer hits zero, the fotal costs will raise with the starting

price.

To receive vour private key, you need 1o pay the amount of hitcoin displayed left of this window
(costs),
"rou need to send the armount of bitcoins 1o the bitcoin address al the bottom of this window.

After the purchase is mads, pleass waill a few minutes for confirmation of the bitcoins.
/After the bitcoins are confirmed, click the ‘check payment and receive keys' button,
Your keys will appsar in the texdboxes. After that, yvou simply click 'decrypt using
kess', wour files will be decrypted and restored to their ariginal location,

“rou can easity delete this software, but know that without it, you will never be able
to get vour onginal files hack.

For mors information on how 1o buy and send bitcoin, click ™ext pags'.
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@ Castnology
www.castnology.com


http://www.youtube.com/watch?v=rMrM8xR8TsM

—
-

testfile.exe

4 'Wana DecryptOr 2.0

Ooops, your files have been encrypted!

Wllat Happened to M}f Computer"’

IMportan [ files are encr

Payment will be raised on

= Can I Recover My Files?
S5ME82017 10:10:28 4

Sure. We guarantee that you can recover all vour files s
not so f..‘l_'l.-\.g.] ame.
Time Left You can decrypt some of your files for free. Try now by ¢

But if you want to decrypt all your files, you need to pay.

You only have 3 days to submit the payment. After that the price will be doubled.
Also ]' rou don't pay in 7 days, you won't be able to recover your flies forever
We will have free events for users who are so poor that they could in 6 months
Your files will be lost on

2272017 10:10:28

i How Do I Pay?

mation, click <About bitcc
Taa ~h ar~l- +h S o s L. A FWirer omEn T o a1
lease check the current pric Bitcoin and buv some bitcoins. For more infy
Ti- L.E-ft : : .--" .--; - . ' SRR RS W _'| o -

ss specified in this w

Jest time to check: 9:00

Send $300 worth of bitcoin to this address:

Lbout bitcoin

i [12t9Y DPgwueZ9NyMgw519p7AABIsjr6 SMw
Howw b by bk f
fontactils Check Payment




Arrive via exploit

Ll b
Ms17-010
via Isass.exe

#WanaC

File delivered via
exploit running
as a service

Performs DNS query

Drop ransom file Drop component
which performs files for creating
encryption ransom note

Encrypted local
and shared files
(targets 176 file
extensions)

@WanaDecryptor@.exe N ﬁ
S - O
tasksche.exe —3

(encryptor)

wnry config file

PROACTIVE PROTECTION ADDITIONAL SOLUTIONS
Behavior Monitoring Network pattern
Predictive machine learning Real-time scanning
Web reputation




#WannaCry

113068 ¢ 113732 & 226800

9 Infection Map (age: Oh 26m 58s)




#WannaCry

Obitcoin

1 Bitcoin equals

7264.04 Saudi Riyal

1 Bitcoin

7264.04  Saudi Riyal
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secure Source

ype=
<Variable p
type=
<Variable n

tm —
<Wariable n

oy

o

clalaial) JA1y clilal) Alaa

CraY A esdy

Code

trpe="color" default="#204053" value="#204063">
<Variable name="blo~™
type="c
<Vanable namr
type="r
<Variable n:

-eription="Blog Title Color®
a="#epfbfe">

olor” i "
.ult="#eefbfe sription="Blog Description Color”

stTitleColor" descry, =efSfe’>
o Pagt Title Calor®
default="#477ba" val “orf Lt Coler

late Headerl "descr “Date Header Color®

default="#B8facc8" valy acc8'>
so="Sidebar Title Color®

-.iebarHc"aIrli_e._ OF 47 309mdrs
fault="#809bd" v ="Link Color"
" inkColor ='#4386ce">
A" deseription="Vigited Link Color"
cw02a5" value="#246225">
*“Color® description="Sidebar Link Color"
9%be2" value="#599be2">
:dLinkColor"
[isited Link Color®
‘W3372b6" value="#3372b6">

closed source

daaiDU AiaY) ) jLay)

open source

security penetration testing

-1
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encryption
plaintext ciphertext plaintext

Encryption and Decryption.

- ]
\//Ol‘metl‘lc " DATALOCKER®
Data Security SIMPLY SECURE

T .
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https://trusteapp.com/
https://trusteapp.com/

0 cladaiall Jals el 4bes




O ®udD Y M
- O[D]OFE

4ET%1geb v

1234 X

LastPassEXrrza




Cu A3l 3 gl s USBs (aad
aladiay) g8

http:/bit.ly/njOiHr
http:/fis.gd/ZiYHGb
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I Two Factor Auth (2FA)

List of websites and whether or not they support 2FA.

‘ Add your own favorite site by submitting a pull request on the GitHub repo.

Q, Search websites

=) S & o B

Backup and Sync

Banking Cloud Computing Communication Cryptocurrencies

/> Q@ & N\ J3

Developer Domains Education Entertainment

(o] » B

Food

E)

Finance Government

https://twofactorauth.org/


https://twofactorauth.org/
https://twofactorauth.org/
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